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Introduction

FL Agency for the Persons with Disabilities (APD) has contracted with WellSky to allow
providers to import select data into iConnect in lieu of keying the data directly into the
application. This document provides workflow steps for sending activities data through
an XML file for import directly into the iConnect system. This includes service logs, daily
attendance logs, daily progress notes, trip logs, monthly/quarterly summaries, and
annual reports.

APD iConnect External Provider Interface (EPI)

Multiple documents,/
multiple consumers Each provider must medify their All documentation is

J‘ system to create an XML file exported into one XML file
export
|
| 7

Export to XML file———»

- XML file transmitted to provider folder

Via SFTP or by logging into APD iConnect

User creates documentation in and uploading manually
their Electronic Health Record l
(EHR) System

Consumer 3
Col 2
Documentation: ? nsumer
Service Logs
Progress Notes g

Attendance Logs o Consumer 1

Trip Logs S ket /
Monthly/Quarterly Summaries
Annual Reports

-APD iConnect Interface Utility—»

APD iConnect External Provider
Interface Utility saves the data
from the XML file into the
appropriate consumer record in
APD iConnect
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Chapter 1 | Setup
Data Elements, Mapping, and File Layout

Each Provider who will use the External Provider Interface will use the “Provider
Activities Import Fields.xIs” that outlines what data elements can be included in the XML
file that will import into iConnect.

e The Provider may have to update their existing system to incorporate iConnect
required fields.

e The Provider will be required to develop their XML file export process to match
the system requirements for the EPI.

e The Provider will use this as a guide when coding their XML export file that will
export data from their system into the correct XML file format and syntax which
will be used to import data into iConnect.

You can use online xml syntax checkers to validate the XML file.
https://onlinexmltools.com/validate-xml

Example 1: Sample XML File

<?xml vers
<activitie
<consumers
<caser
<first
<lastname>Fesisms</lastname><!-
<activity>
<activitydatetime>
<startdate>2020/07/06</startdate><!
<starttime>15:30:00</starttime><!
<enddate>2020/07/06</enddate><!
<endtime>16:30:00</endtime><!
</activitydatetime>
<authorization>233777</authorization><!
<authserviceid>125397</authserviceid><!
<workerid>2486</workerid><!--Required
<location></location>
<primarydiagnosis></primarydiagnosis>
<status>Complete</status>
<program>LEEM.< /program><!
<vend erviceid>166077</vendo
<totalcost></totalcost>
its>3</units>
<placeofservice></placeofservice>
<groupnote>Creating a single record through file transfer is feasible, but not efficient.</groupnote>
<contacttype>
<value>Progress Note</value>
</contacttype>
</activity>
</caseno>
</consumers>
</activitiesimport>

There are several data elements required in the XML file. Some are values supplied by
the provider, and others are iConnect generated data elements. A report exists in
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iConnect that provides the iConnect generated data elements. See the Generating
Reports to Configure External System section of this manual for more information.

Each XML file must include the following:

iConnect Field
Label

XML Tag

Required

Notes

Unique Record <submitterid> Contains the iConnect generated
Identifier Y ID for the provider plus the first 5
letters of the Provider name.
Case No. <caseno> vy iConnect generated ID number for
the consumer
Consumer First <firstname> Y Must match iConnect value
Name
Consumer Last <lastname> v Must match iConnect value
Name
Start Date <startdate> Sample Date: 2020/12/25.
Y Multiple values can be sent. i.e.,
Daily Attendance Logs.
See Example 2 below.
Start Time <starttime> Y Sample time: 15:30:00
End Date <enddate> Sample Date: 2020/12/25.
v Multiple values can be sent. i.e.,
Daily Attendance Logs. See
Example 2 below.
End Time <endtime> Y Sample time: 15:30:00
Authorization ID <authorization> v iConnect generated ID number for
the authorization
Authorization <authserviceid> v iConnect generated ID number for
Service ID the authorized service
MemberlD <workerid> iConnect generated ID number for
Y the worker on the submitting
Provider’s record.
Location <location> Do not send a value, but the
v following placeholder must exist in
the file:
<location></location>
Primary Diagnosis | <primarydiagnosis> Do not send a value, but the
Y following placeholder must exist in
the file:
s WellSky July 2024 Page 5
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<primarydiagnosis></primarydiagn
osis>

Status

<status>

Must equal Complete

Program

<program=>

iConnect generated ID number for
the provider.
An open iConnect Provider
Selection record must exist for this
provider on the consumer’s record.

VServicelD

<vendorserviceid>

iConnect generated ID number for
the authorized service for the
provider.

Total Cost

<totalcost>

Do not send a value, but the
following placeholder must exist in
the file:
<totalcost></totalcost>

Units

<Units>

Send the total number of units for
the activity.
iConnect application has logic to
validate the number of units based
on the start and end times for time-
based services.

Place of Service

<placeofservice>

Do not send a value, but the
following placeholder must exist in
the file:
<placeofservice></placeofservice>

Note <groupnote> 50,000-character limit.
Provider <contacttype> Multiple values can be sent.
Documentation See Example 3 below.
i Well
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Example 2: XML file with multiple start/end dates and times.

1 <?xml versions"1.0" encoding="UTF-8"2>

2 @E<activitiesimport submitterID="Ear=l_Siama">

3 <consumers>

4 <caseno caseno="IMM"><!--Required. Match Field. -->

5 <firstname>fmmp</firstname><!--Required. Match Field. -->

& <lastname>Emgges</lastname><!--Required. Match Field. -->

e <activity>

8 <activitydatetime>

9 <startdate>2020/07/06</startdate><!-- Required. -->

L0 <starttime>15:30:00</starttime><!-- Required., -->

a <enddate>2020/07/06</enddate><!-- Required. -->

12 <endtime>16:30:00</endtime><!-- Required. -->

L3 </activitydatetime>

4 g <activitydatetime>

5 <startdate>2020/07/07</startdate><!-- Required. -->

6 <starttime>14:30:00</starttime><!-- Reguired. -->

17 <enddate>2020/07/07</enddate><!-- Required. -->

8 <endtime>15:30:00</endtime><!-- Required. -->

98t </activitydatetime>

0 <authorization>233777</authorization><!--Required. Match Field. -->
11 <authserviceid>125397</authserviceid><!--Match Field (not required)-->
22 <workerid>2486</workerid><!--Required. Match Field. -->

23 <location></location>

24 <primarydiagnosis></primarydiagnosis>

[ <status>Complete</status>

16 <programx [@Fl</program><!--Required. Match Field. -->

? <vendorserviceid>166077</vendorserviceid><!--Required. Match Field. -->
18 <totalcost></totalcost>

29 <units>3</units>

30 <placeocfservice></placeofservice>

i1 <groupnote>Creating a single record through file transfer is feasible, but not efficient.</groupnote>
2 B <contacttype>

13 <value>Progress Note</value>

4 </contacttype>

5 F </activity>

6 </caseno>

ST </consumers>

i8  ‘</factivitiesimport>
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Example 3: XML file with multiple Provider Documentation types.

1  <?xml version="1.0" encodijng="UTF-8"7>

2 @p<activitiesimport submitterID="LLFT_RIass">

3 g <consumers>

4 B <caseno caseno="fi#m""><!--Required. Match Field. -->

5 <firstname>PEEg</firstname><!--Required. Match Field. -->

& <lastname>PEREE</lastname><!--Required. Match Field. -->

A= <activity>

8 o <activitydatetime>

9 <startdate>2020/07/04</startdate><!-- Required. -->

L0 <starttime>15:30:00</starttime><!-- Required. -->

i <enddate>2020/07/04</enddate><!-- Required., -->

2 <endtime>16:30:00</endtime><!-- Required. -->

3 </activitydatetime>

L4 <authorization>233777</authorization><!--Required. Match Field. -->
L5 <authserviceid>125397</authserviceid><!--Match Field (not required)-->
16 <workerid>2486</workerid><!--Required. Match Field. -->

7 <location></location>

8 <primarydiagnosis»</primarydiagnosis>

9 <status>Complete</status>

20 <program>REFFi</program><!--Required. Match Field. -->

1 <vendorserviceid>166077</vendorserviceid><!--Required. Match Field. -->
12 <totalcost></totalcost>

23 <units>3</units>

4 <placeofservice></placeofservice>

5 <groupnote>Creating a single record through file transfer is feasible, but not efficient.</groupnote>
6 B <contacttype>

15 <value>Progress Note</value>

18 <value>Quarterly Summary</value>

9 </contacttype>

0 </activity>

31 </caseno>

12 </consumers>

13 ‘</activitiesimport>
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Example 4: XML File With Multiple Consumers.

<?xml wersion="1.0" encoding="UTF-8"7>
<activitiesimport submitterID="IEH ">
<CONSUmMers:>
<casenc casenc="12345"><!--Reguired. Match Field. ——>
<firstname>Tony</firstname><!—-Required. Match Fisld. -->
<lastname:=Doe</lastname><!——Required. Match Fisld. ——>
<activity>
<activitydatetime>
<gtartdate>2020/07,/10</starcdate»<!—— Be
<starttime>15:30:00</starttime><!-- Requirs
<enddate>2020/07f10</enddate><!—— Regquired. ——}
<endtime>16:30:00< /endtime><!-— Reqguired. -->
</activitydatetime:
<authorization>233777T</authorization><!--Required. Match Field. -->
<authserviceid>1253%7</authserviceid><!'—-Match Field (not regquired)-->
<workerid>248B6</workerid><!--Reguired. Match Field. -->
<location></locacion>
<primarydiagnosis></primarvyvdiagnosis>
<status>Complete</stacua>
<program> lI</program><!--Bequired. Match Field. -->
<vendorserviceid>=166077</vendoraerviceids»<!--Raqu 11:1 Match Field. -->
<totalcost></totalcost>
<units>4</units>
<placecfservice></placecfservice>

<groupnote>Creating a single record through file transfer is feasibkle, but

not efficient.</groupnote>
<contacttype>
<walue>Progress Mote</value>
</contacttype>
</activity>
</casenc>
<caseno casseno="54321"><!--Required
<firstname>Luz</firstname><
<lastnams>=Doe</lastname>< ! ——Baqui
<activitv>
<activitydatetime>
<startdate>2020/07/06</startdate><!-- Required. -->
£starctime>15:30:00</starttime>»<!-- Required. -->
<enddate>2020/07/06</snddate><!-- Bequired. -->
<endcime>16:30:00< /endtime><!'—— Reguired. —-—>
</activitydatetime:>
<authorization>230525</authorization><!——Required. Match
<authserviceid»91338</authserviceid><!--Match Field (not required)-->
c"nn:!r]-;; id32436<£w0rkerid>d!——Required. Match Field. -->

b Field ==
. Match Field. ——>
Match Field. —->

aprlnaryc_ag:QSLSPafprimarydiagnosis>

<status>Complete</statusa>

<program:>™ FFl</program><!--Required. Match Field. ——>
<vendorserviceid>»445288< /vendorserviceid»<!--Required. Match Field. -->
<totalcost></totalcost>

zunits>4</units>

<placecfservice»</placecfservice>

<groupnote>Creating a single record through file transfer is feasible, but

not efficient.</groupnote>
<Ccontacttype>
<waluerProgress Mote</valuel
ILactLype>

</caseno>
</consumers>
<factivitiesimport>
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The XML File name must follow the required naming convention:
ProviderID_FirstSLettersofProviderLastName_mmddyyyy hhmmAM _Activitiesimport.x
mi

Example:
12345 _EXAMP_09022019_1020AM_Activitiesimport.xml

Generating Reports to Configure External System

FL APD service providers who intend to use the External Provider Interface functionality
must submit a valid XML file of service activity data. There are several iConnect
generated data elements required in the XML File. The service providers or designated
worker will run the report from iConnect that will supply the required data for each
provider.

1. Navigate to the Provider record and select the Providers tab.
2. From the Report menu, select the appropriate report.

a. Provider EPI report will show information related to active authorizations.
An open iConnect Provider Selection record must exist for this provider
on the consumer’s record.

oD iCennect Last Updat

File Edit Reports

Provider EPI Quick Search

Providers v Provider Name

MY DASHBOARD CONSUMERS PROVIDERS

Workers | Services | Provider ID Numbers | Beds | Linked Providers | Service Area

Providers CAP EVV Aclivities EVV Scheduling Forms Contfracis Enroliments Authorizations L

3. To generate the authorization report, click on Provider EPI report. The report
parameters window opens.

a. Select the Authorization Start Date and Authorization End Date from the
calendar. This is usually the first and last day of the fiscal year

b. Typically, providers will only be interested in approved authorizations.
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Service Status v

O (select Ay
Approved

End Date:

Partially Approved
O Rejected

O Requested
Restored

U Resubmitted

O vorin

I

B

Servie Status | Appraved, Partisly Approved, Restol| ¥ Start Date: [g7/01/2023 Ow [ view Repurt
EndDate:  [0g/30/2004 O

Uncheck "NULL" to add
dates.

c. Select View Report. The results are displayed.

i. The report has two sections. The top section will list all workers
from the Provider's Workers tab and their Worker ID, which is the
data needed for the Member ID field on the XML file.

ii. The bottom section is the authorization report.

Service Status | Approved, Partially Approved, Resto | ¥ Start Date: | 7/1/2022 12:00:00 AM Omow 7 [[view Rapore |
End Date: 6/30/2024 12:00:00 AM Ol
W AL Jor22 b M @ | Find | waxe by =3

Report Run Time 12/5/2023 1:26 58 PM

Provider ID Provider Name Worker Waorker ID
Auth Service D Vendor Service ID Authorization iConnect|D  Consumer First Name Consumer Last Name ;t:;ide; II% Service Status Service Code  Service Description Start Date
icai
674053 1038028 666660 i b [T ] Approved T2021UC:HI  (4083) Life Skills Development - Level 2 (Supported  7/1/2023
Empiayment - Individual)

674054 1039315 BBEGE0 L Ak LL ] 41 R Approved $5130:UC (4140) Persanal Supports 71112023
674756 1038315 669705 ey e wnm | Approved S5130UC  (4140) Persanal Supports 7172023
674982 1039315 669723 (s P e e Approved S5130:UC  (4140) Personal Supporis 71112023
678103 1039315 672418 — s aruim ] - Approved $5130: UJ} (4140) Personal Supports 712023
B78104 144464 Rr2a18 Lt R e L e Annrowved SH13R1IC 140801 | ifer Skills Nevelonment - | evel 1 (Cammunity. 7/1/2023

d. Save this report in your preferred format, likely .csv or Excel.
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Service Status | Approved, Partially Approved, Resto: [

End Date. 6/30/2024 12:00:00 AM

(i 4[5 Jotez b M @ [
| - b M "

AT A P

- N 8
f SRR
I 1 AP
[ el | A
¥ T A
f | A

Auth Service ID

1038028

] O [F

666660 19

€5V (comma delimitad) |

FOF
Excal

TIFF file

St

Vendor Service ID Authorization iConnectiD Consumer FirstName Consumer Last Name
=]

Chapter 1 | Setup

o

Provider ID
Medicaid ID

Service Status.

Anoroved

View Report

Service Code Service Description Start Date

T2021°UCHI (4083} Life Skills Develooment - Level 2 (Suoborted  7/1/2023

e. Select Save As, name the report file, and designate the location on your

device where the report will be saved.

rﬂ Save As g‘
S e — i —— | — . - a— ‘
4 &) Bl Desktop » w | %3 || Search Deskiop P
1 Y-l — - F——— L | —
i Organize v New folder g= = l@
I 5% Favorites Name Size Ttem type Date mod‘\ﬁad
i Bl Desktop i Documents File folder 2/18/2020 5:21 PM
i 4 Downloads € Network
id #& OneDrive 1% Computer
i 1= Recent Places & Jennifer Buck
| E Al Libraries
! 74 Libraries
[ @ Documents
i J‘ Music
i [&=] Pictures
E Videos B
il Computer
&, Local Disk (C3)
IS Clllrp custom_external | =
Save as type: | Microsoft Bxcel 97-2003 Worksheet ']
= Hide Folders [ save || conce |

\

= Do you want te open or save rp_custom_external_provider_activity_import.xls from fwtest.harmonyis.net? Open Save > Cancel
f. Select Open to view the report results in the selected format.
A B E D E F | G . H

. |EPI Report

2]

3 |Report Run Time 10/20/2023 8:58:28 AM

4]

5 |Provider ID Provider Name Worker Worker ID

Ak WellSky
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Updates to Provider’s Non-iConnect System

Given that provider non-iConnect systems are broad and varied, this section will give
general guidance for updates that will be required, to make use of the iConnect External
Provider Interface.

Please note, APD cannot advise a provider regarding modifications to their
system. APD can only provide the information required to utilize the
External Provider Interface. Each provider will need to work with their IT
Department or vendor to make any necessary modifications to their
system.

Providers with questions about XML files and/or XML file mapping are
encouraged to research resources on the internet and YouTube.

In the previous section, instructions regarding how to get the requisite data out of
iConnect was provided. Using that information, providers will want to ensure that their
system is able to generate an XML file with this information. Failure to include required
data elements, will result in aborted or failed imports into iConnect.

The best practices for modification of non-iConnect systems includes the following
steps.
1. Review existing system and determine if all required fields already exist.

a. Determine if existing fields should be relabeled to conform to the XML file
requirements.

b. Determine which fields need to be added to the non-iConnect system.
2. Make modifications to non-iConnect database structure.

a. Map non-iConnect data fields to XML fields.
3. Create the export functionality to generate the XML file.

a. Include a means by which to identify only new records to avoid exporting
duplicate records, which will cause an import failure.

Example of a provider system that would need to be modified:

Scenario: ABC Provider has a documentation system that is external to iConnect.
Their system includes the following data fields:

e Customer ID (this is an this provider and their
internal number specific to system)

s Well July 2024 Page 13
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e Client Name e Authorization End Date
e Address e Rate
e City e Service Date
o State e Start Time
o Zip e End Time

e Authorization PA Number

e Procedure Code

e Authorization Start Date

e Service Log (text field to
add all handbook required
service log information)

ABC Provider uses the XML Schema Definition for the EPI and discovers their
system does not have all the necessary fields to be able to use the EPI.

Provider's Non-APD
iConnect Data Elements
Customer ID

EPI Data Elements

Unigue Record Identifier

Client Name Case No.

Address Consumer First Name Highlizhted EPI D

City Consumer Last Name S st
— Elements do not exist in

State Activity Start Date the provider's non-APD

Zip ActivityTime_Start Time iConnect system.

Authorization PA Number
Procedure Code
Authorization Start Date
Authorization End Date

Activity End Date

ActivityTime_End Time

Authorization ID

Auth Service ID

Rate MemberID
Service Date Location
Start Time Primary Diagnosis
End Time Status
Service Log Program
VServicelD
Example of a non-APD Total Cost
iConnect system that does not Units
match the XML file Place of Service
requirements.
Note

This system only has 4 of the
required fields.

Provider Documentation

They will have to be
added and then
mapped to the EPI Data
Elements

ABC Provider will have to modify their system to add the additional data

elements (fields).
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Example of a provider system that would not need to be modified:

Scenario: XYZ Provider has a documentation system that is external to iConnect.
Their system includes the following data fields:

e Provider ID (matches the
iConnect Provider ID)

e Submitter ID (matches the
Sender ID in the iConnect
Provider Record)

e Customer ID (this is the
consumer’s iConnect ID
displayed on the
authorization)

e Client First Name
e Client Last Name
e Authorization #

Provider's Non-APD
iConnect Data Elements

Provider ID
Submitter 1D

—

EPI Data Elements

Authorized Service #
Service ID

Staff ID (matches the
employee’s Member ID in
iConnect)

Start Date
Start Time

End Date

End Time
Documentation
Handbook Req

Uniiue Record Identifier

Example of a non-APD

Consumer First Name

iConnect system that matches

Client First Name_";/’
Client Last Name
Authorization #

Authorized Service #
Service ID

Start Date
Start Time
End Date
End Time
Documentatio
Handbook Re

Consumer Last Name

the XML file requirements.

Activity Start Date

ActivityTime_Start Time

This system would not have to
be modified.

Activity End Date

ActivityTime_End Time

The XML file requirements do

Authorization ID

have additional fields that can

Auth Service ID

be transmitted, but they are

not required.

Location

Primary Diagnosis

Status

Program

VServicelD

Total Cost

Units

Place of Service

Note

Provider Documentation

XYZ Provider will not have to modify their system because there is one to one
correspondence between their system and the required fields in the XML file

July

2024

Page 15



External Provider Interface

Chapter 1 | Setup
Training Guide

format. When they complete their XML mapping, they will validate to confirm their
file is exportable.

XYZ Provider Electronic Record System

Provider ID Lﬁubmiller D || Customer ID | Client First Name E":‘::“';“' u uthorizatiol AS“;:":]IE:"? Service ID L StafF ID u Start Date || Start Time ” End Date | End Time | Documentation ‘ Haa‘i"q‘“’"
T35 B RTIF EZE ) TETEaz R FEE] 5 [EEES E00 A T3 |B0OFM | Example Service LegInfe | Service Log
136 B KYZP  T5ER Suzy Sample 456325 635741 78350 5245 00323 700 AM 0A0¥23  |TOOPM | Example Servics Loglnfo | Service Log
37 12345_XvZP  F20EE Kelly Green 36542 395522 78350 5215 0R0#23 00 AM 00423 |200PM | Example Sarvics LogInfo | Sarvice Log
Microsoft Excel X ‘
0 activitiesimport_Map is exportable. ——————1
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Explanation of the Importance of the XML Mapping

When providers submit their data via the EPI, the iConnect interface utility will receive
the data and parse it out to the correct consumer record(s). If the data submitted by the
provider does not match the XML requirements, iConnect cannot interpret the data.

The XML file:

€?2xml version="1.0" encoding="UTF-8"32>
i<activitiesimport submitterID="54321 DEMO ">
<consumers>

<casenc caseno="12345"><!--Required. Match Field. -->
<firstname>Tony</firstname><!--Required. Match Field. -->
<lastname>Doe</lastname><!--Required. Match Field. —->

<activity>
<activitydatetime>

<startdate>2023/05/03</startdate><!-- Required. -->
<starttime>08:00:00</starttime><!-- Required. --
<enddate>2023/05/03</enddate><!-- Required. -->
<endtime>14:00:00</endtime><!-- Required. -->
</activitydatetime>
<authorization>591201</authorization><!--Required. Match Field. -->
<authserviceid>589214</authserviceid><!--Match Field (not required)-->
<workerid>816</workerid><!--Required. Match Field. -->

<location></location>
<primarydiagnosis></primarydiagnosis>
<status>Complete</status>
<program>54321</program><!--Required. Match Field. -->
<vendorserviceid>166077</vendorserviceid><!--Required. Match Field. -->
<totalcost></totalcost>
<units>5</units>
<placeofservice></placecfservice>
<groupnote>Typical LSD 3 Attendance Log/Service Log information.</groupnote>
| <contacttype>
<value>Daily Attendance Log</value>
<value>Progress Note</value>
</contacttype>
| </activity>
! </caseno>
‘ </consumers>
L</activitiesimport>

The Viewing the Activity (Consumer’s Provider Documentation) Record section will show
how the data in the XML file populates in the consumer record.
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Application Configuration

The tasks described below are completed as a one-time setup. They are completed by
the Service Provider.

My Dashboard > My Files > Upload

1. This access is defined at the provider > worker level. Once given access, the
worker will be able to manually Upload and/or Download files for the
associated Provider via My Dashboard > My Files > Upload. This step will
make the link visible to the user on My Dashboard to upload the Provider’s
Activity XML file.

File
Quick Search

\ Consumers [v]| | tasthame ™ & ADVANCED SEARCH

MY DASHBOARL NSUMERS | PROVIDERS INCIDENTS CLAIMS SCHEDULER UTILITIES REPORTS

CONSUMERS INCIDENTS PROVIDERS TASKS

Division My Incident Ticklers Referrals My Management

mport
My Harmony NAPIS Export

2. For each applicable worker, navigate to the Providers chapter. Search for
and select the worker’s Provider record. Select the Worker tab. Search for
and select the applicable worker. Select the worker record to open. Select
the Providers subpage. Select the applicable Provider record > the Worker
Provider details page displays. Check the Upload HIPAA Files and
Download HIPAA Files checkboxes. From the File menu, select Save and
Close. This worker can now upload and download files for this provider in
iConnect.
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File | B L APD sandbox - In splars [ < [

4 \12 https://fwtest harmonyis.nel/FLAPDSandbox/Pages/Hamony.aspx ?Chapled D=241 8&ViewType=SubPageViewdPagelD=35499& ChapterEntity| D =10002 &Entityl D= ar

| gy N ATEST Provider | Providers
| Providers | Divisiol ij itonnect 8702013 1:28 PM
.| Filters  File - —
éPl\:W\der‘ Worker Active |Equal To E - {2 FL APD Sandbox - Internet Explorer — E *
5  ~Filters = " > = = T =
Worker ¥ 2 hitps;//fwiest harmonyis.net/F1 APDSandbax/Pages/Harmony.aspx? ChapterD=2418\ViawType=SubPageView&F |
N ) ﬁ | ATEST Provider Worker Provider
|| 9 Providers record(s) (x)j iConnect A
Supervisars a0
31 Workers record(s) returned - now view: AR T2 T P
Background Check/Experh File
o Provider
Worker Name o C ARDTES
Mary's Exceptional H Worker Provider
Application, Harmony ——
Bk Jeriles " Positions ResCare For You Provider Nama-* ! TN
I
GColeman, Steve L AT Wt - Active ]
Cruz, Myriame | DAESLFIPNEE Upload HIPAA Flles i
Agencyl
Fulcher, Lorena Wit Agency Download HIPAA Files 7]
WSC Agency2
Gephart, Lori - A Primary Provider Cl

sl WellSky July 2024 Page 19



Chapter 2 | Manual Upload

The provider will be provisioned through FL APD’s ID PASS system. The provider or
designated worker will log into iConnect and upload the Activities Import XML file from

My Dashboard.

Upload the XML File

1. Log into iConnect using the ID PASS credentials provided by APD IT.

User Name

2. Using Role = Service Provider or Service Provider Worker, navigate to My
Dashboard > Tasks > My Files > Upload.

Welcome, Jennifer Buck | My Dashboard <, o,
SNE2019 342 PM N

ogd wWennect

File

GGGGG = []] | Lostteme [v] @ ADVANCED SEARCH

INCIDENTS PROVIDERS

Appairtments Inguiry Alert Notes List

Authorizations

Alert Motes

3. The File Upload window displays. Update the following fields:



External Provider Interface Chapter 2 | Manual Upload
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a. Provider = Select the provider that is uploading the XML file. Only the
providers the worker is associated to will display.

b. File type = Activities Import

c. File = browse to the location of the XML file on your computer and select to
upload.

d. Click Upload.

. N
@& File Upload Form - Internet Explorer g = i
& https://Itssbhl. mediware.com/FLAPDInterfaceTest/Dialogs/FileUpload.aspx =
Provider:  12345-Example Provider 9
FileType: | 5 ;v ities Import :I
File: |C:\Users\jennifer.buck\0eshop\l'ﬁ i#_fmier_ 0823 Browse... |Upigad
(UploadDireciory: | 16341 PURIN
Uploaded:
File Name Size Time
Ready

4. Receive import success notification. Select OK.

p
(=3 File Upload Form - Internet Explorer — =
& File Up! p

@ https://ttssbhl.mediware.com FLAPDInterfaceTest/Dialogs/FileUpload.aspx ]

Provider: |.12345.Example Provider E

FileType: Activities Import El

File: |C:\Usersyennifer.buck\Desktop\=ilil (%% 09  Browse... |Upload

[Upload Directory: | 16941 PURIF\IN
Uploaded:

File Name Size Time
Ready
r
Message from webpage ﬂ
4 l'_% Thefile is successfully imported
r— o
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Viewing the Activity (Consumer’s Provider Documentation) Record
1. Navigate to the Consumer’s record that was in the XML file.

2. Select the Provider Documentation tab. From the list view, select the Activity
(Provider Documentation) record.

Diagnosis = Medications | Auths | Provider Documentation = Contacts

Demographics | SAN | Notes | Forms | Appointments
Filters

Date V| |Greater Than ﬂ T anp v x

Activity ID ﬂ +

i ey

3 Provider Documentation record(s) returned - now viewing 1 through 3

Activity 1D Date » Worker Provider Service Code

Units Status
| 128 1010112019 | Buck, Jennifer 5= I 1 | 0000 100 | Pending ’
[102 0710212019 | Buck, Jennifer Example Provider | ss130UC 300 | Complete '
WEE 07/0172019 | Buck, Jenniter Example Provider |s5130UC 3.00 Complete ’
3. The Details page displays and is read only because Status = Complete.
ocd iCennect

Provider

o 10080 105427 AM

File
Provider Dotumentation Activity Times
Start Date * Stant Time End Date * End Time Total Minutes.
TS 03 %] [30 5] [PM ] i 08 %] [30 | |PM v 0 e
072018 b s s [ FEi e k] i 2 ] Acd

Authorization
Auth 1" 141012 PA Number
Activity Details
Division AFD Worker Buck, Jennster
Provider . - tais Status. Commplete
Activity Services
Service * S51300C {4140) Personal Supports Total Cost 510,66
Units * el
Rate. $362
Secondary Code S5130UC
Unit Type 15 mins
Documentation

Creating a single record through file transder is feasible, but not efficknt. As more informatson
needs the Tk far cption When large wolumes of
information need 1o be becomes the mast aficient and cost
effective solution.

Provider Documentation Type *

4. Below is a comparison of the data in the XML file and the data in the Activity
(Provider Documentation) record in the application.
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Chapter 3 | Secure File Transfer Protocol (SFTP)

Some providers may choose to not login to iConnect and manually upload their XML
file. Providers do have the option to transmit their XML files via Secure File Transfer
Protocol (SFTP). This process can be as simple as manually logging in to their File
Transfer Protocol solution and connecting to the iConnect SFTP site. Providers can also
choose to automate the process by developing their own program to transmit from their
system to the iConnect SFTP site.

Please note, APD cannot advise a provider regarding how to setup their SFTP
access. APD can only work with the provider regarding EPI Certificate
Management.

EPI Certificate Management

The transmission of personal health information (PHI) outside of iConnect
requires additional layers of security, especially since access is outside of the
APD Single Sign-On (SSO) multifactor authentication process. This section will
provide the steps necessary for providers to receive their EPI Certificate.

1. Providers interested in utilizing the iConnect EPl SFTP site will need two
things to start the process.

i. An email address that can receive encrypted emails.

ii. Their IPv4 Internet Protocol (IP) address. This information can be
found by accessing What Is My IP Address - See Your Public Address
- IPv4 & IPv6

2. When the provider is ready to contact APD to receive their EPlI SFTP
Certificate, they should send an email to iConnectepi@apdcares.org to
request their EPI SFTP Certificate.

3. An APD IT representative will contact the sender and schedule a video
conference via Teams for the purpose of identity verification and provide an
opportunity for the provider to ask any questions.

i. The provider will need to be on camera and have their photo ID
available.
4. Once this process is completed, APD IT will send the iConnect EPI Certificate
to the provider via an encrypted email.

5. The provider will test their access to the iConnect SFTP site and respond to
the encrypted email with confirmation of successful connection.



https://whatismyipaddress.com/
https://whatismyipaddress.com/
mailto:iconnectepi@apdcares.org
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Submitting Files & Retrieving Log Files

Once a provider determines how they will access the iConnect EPI SFTP site,
they will place all files in the “In” folder. The example below uses FileZilla and is
intended to be only an example. Each provider’s solution may appear different.

1. Place the file in the “in” folder.

Status: Using usemame "11345 ITEST .
Status:  Connected to 00.000.000.000
Status:  Retrieving directory listing...
Status:  Listing directory /

Status:  Directory listing of */* successful

Local site: = afim [l [ ="a . P, il N v | Remote site: | /
Filename Filesize Filetype  Last modified A /
. e 7
& 1738 ITEST 08022023 0130PM Activitiesimportxml 4045 XMLFile  10/16/2023.. ? out
Place the KML file in the "in" Filename Filesize Filetype Last modified Permis... Owner.
folder
in File fol.. 1/27/2022 2:56:08 PM dnwr-.. -~
out File fol.. 1/27/2022 2:56:10 PM drwar-.. --

2. Verify the successful transmission.

Status:  Lsing username ‘12545 _ITEST

Status:  Connected fo 00.000.000.000

Status:  Starting upload of {im st T - —
Status:  Retrieving directary listing of “/in”.

Status: Listing directory /in

Status: File transfer successful, transferred 4,045 bytes in 1 second —=—=—"—__"%"
Status:  Retrieving directory fisting of */"

Status: Li /

Status: Di

Status: R

Status: L

Status:  Directory listing of “/in" successful

Local site: | C\Users\shelia mott\OneDrive - Florida APD\1 - iConnect\interfaces\Provider\sF TMQuality Home\20231012, [Remote site:| in
bl oo

Filename Filesize Fllstype  Last modified ~ / °
. in Click on the "in" folder ta see
& 12345 1TEST _08022023_0130PM_Activitiesimportmi 4045 XMLFile  10/16/2023 ? out the file that has been
transmitted.
[ Fitename Filesize Filetype Last modified Permis. Owner.
|

& 12345 TEST _DB022023_0130PM_Activitiesimportaml  4.045 XML File 10/17/2023 10:27:19 AM T, -

3. Retrieve the Log File

Log files will be available for viewing within an hour of submission and will be
available in the “out” folder.

Status:  Retrieving directory listing of *fout
Status:  Listing directory /out
Status: Directory listing of “/out” successhul

Local site: | CA\Users\shelia mott\OneDrive - Florida APD\1 - iConnect\Interfaces\Provider\sFTPMQuality Home\2023 10124 Remote site: | /out
Filename Filesize Filetype Last modified La] /

& 1235 FTEST 08022023 0130PM Activitiesimportumi 4045 XMLFle  10/16/2023. o] san availabla log fles.

Filename Filesize Flletype Last modified Permmis.. Owner

Ll o Click on the “out” folder ta

12345_TEST 08022023 0130PM Activitiesimportaeml 1,020 Text D..  10/10/2023 5:51:24 PM -~
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Status:  Using usemanme * 12385 _ITEST .
IStatus: Connected to 00.000.000.000
Status: Connected to 18.253.110.161
Status:  Starting download of fout/! i !
Status: File transfer successful, transferred 1,020 bytes in 1 second~*
Local site: | C:\Users\shelia.mott\CineDrive - Flarida APDA1 - iConnect\Interfaces\Providen sFTP\Quality Home\20231012y ~ | Remote site: | fout
Filename Filesize Filetype  Last modified ~ /
in
& 12345_1TEST 08022023 _0130PM _Activitiesimportxmi 4,045 XMLFile  10/16/2023 ot
Filename £ Filesize Filetype Last modified Permis.. Owner
B 1235 1EST 08022023 0130PM Activitiesimportaml 1,020 TextD.. 10/10/2023 5:51:24 PM B

4. Access the log file from within the system where the files are stored. This step
is determined by how providers set up their log retrieval process within their
systems.

Home Share View i ‘
* I ] A Cut x - I% New item ¥ ‘;] [ PN Open ~ Hﬂ Select all
< X f;] Easy access Edit 1= Select none

W Copy path

Pinto Quick Copy Paste _ Move  Copy Delete Rename New Properties
Sorets E ﬂ Paste shortcut _— top'j . folder p, & History DD Invert selection
Clipboard Organize New Open Select
« ¥ T « Provider » sFTP » 12345_ITEST v D £ Search SFTP
~
g Name Status Date modified Type
3 Quick access
12345_ITEST _08022023_0130PM_Activitiesimportxml 1,020 Text D.. 10/10/2023 5:51:24 PM -IWXT--... == Text Documer
I Desktop » = 5
mn i Ammmmmn e e ~ A e e
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Chapter 4 | File Upload Errors
There may be times in which the file upload fails. The user will receive an error
message.

1. Incorrect File Name: From the File Upload window, select Upload to upload the
XML file > receive an error message about incorrect file name. The XML file is not
uploaded, and the Provider Documentation (Activity) records are not created in

iConnect.
a. How to Correct: The file name must match the required naming

convention.
[Submitter ID]_ MMDDYYYY_HHMMAM or
HHMMPM _Activitiesimport.xml

Example filename: 12345 EXAMP_
09022019_1020AM_Activitiesimport.xml

(= File Upload Form - Internet Explorer

& https://Itssbhl.mediware.com/FLAPDInterfaceTest/Dialogs/FileUpload.aspx I

Provider: 12345 - Example Provider 1]

FileType:  » vivities Import ﬂ

File: [C:\Users\jennifer.buck\Desktop\ 8 | .M 09  Browse... |Upload
Upload Directory: | 16941_PURIF\IN
Uploaded:
File Name 2KB Time
Ready
' N
Message from webpage ﬁ

l . Upload aborted. Incorrect file name.

o)

2. ID in Provider Field: Download log indicates that the import failed due to “ID in the

Provider field is not associated to the submitting Provider.”
a. How to correct: Contact the WSC for the consumer and request that they
create a Provider Selection record in the consumer’s record.
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File Edit Format View Help

0 ] -- {shelia.mott@apdcares.org,Service Provider,fieeygtpesvfdgsjazxx2keg} -- -----------cccoeouoo start Log for CaseNo: 16483 ----------------ooo-o
0R] -- {shelia.mott@apdcares.org,Service Provider,fieeygtposvfdgsja2zxx2keg} -- ID in provider field is not associated to the submitting provider

0 1 -- {shelia.mott@apdcares.org,Service Provider,fieeygtposvfdgsja2xx2keg} -- ---------------oo——- End Log for CaseNo: 16483 --------——-—————————
0 ] -- {shelia.mott@apdcares.org,Service Provider,fi@eygtp@svfdgsja2xx2keg} -- ------------------—-——- Start Log for CaseNo: 16483 ---------------—-——-—--
0R] -- {shelia.mott@apdcares.org,Service Provider,fieeygtpesvfdgsja2zxx2keg} -- ID in Provider field is not associated to the submitting provider

0 ] -- {shelia.mott@apdcares.org,Service Provider,fieeygtpesvfdgsjazxx2keg} -- -----------cccooou-o End Log for CaseNo: 16483 ----------------oooon
0 ] -- {shelia.mott@apdcares.org,Service Provider,fieeygtpesvfdgsjazxx2keg} -- -----------cocoeooov start Log for CaseNo: 17178 ----------------o-ooo
0R] -- {shelia.mott@apdcares.org,Service Provider,fieeygtposvfdgsja2zxx2keg} -- ID in Provider field is not associated to the submitting provider

0 ] -- {shelia.mott@apdcares.org,Service Provider,fi@eygtp@svfdgsja2xx2keg} -- ------------------—-——- End Log for CaseNo: 17178 ------------———-—-—-——-

3. Destination Folder: From the File Upload window, select Upload to upload the XML
file > receive an error message about a missing destination folder. The XML file is
not uploaded, and the Provider Documentation (Activity) records are not created in
iConnect.

a. How to correct: Contact iConnect Support Desk at 800-400-3240.

& File Upload Form - Intemet Explarer = 2

& https://Itssbhl.mediware.com/FLAPDInterfaceTest/Dialogs/FileUpload.aspx a

Provider: | 5405 - pALMETTO SUPPORT SERVICES, INC ﬂ
FleTYPe: | 4 tivities mport ﬂ

File: | Browse... |Upload

| Upload Directory: | 15498_paLME\IN
Uploaded:

File Name Size Time
Ready

r .
Message from webpage Ié]

Upload aborted. The destination folder doesn't exist on the server,
l % Please check the upload directory configuration for the vendor,

4. Submitter ID: From the File Upload window, select Upload to upload the XML
file > receive an error message about mis-matching Submitter ID. The XML file
is not uploaded, and the Provider Documentation (Activity) records are not
created in iConnect.

a. How to correct: The Submitter ID in the XML file must be the iConnect
Provider/Vendor ID plus the first 5 characters of the Providers last name
and be the same as the Provider selected in the “Provider” field on the File
Upload page.
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{2 File Upload Form - Intemnet Explorer =il

Q https://fwtest. harmonyis.net/FLAPDSandbox/Dialogs/FileUpload.aspx &

Provider: |15002 - A TEST Prc-w'derﬂ
FileType: Activities Import ﬂ

File: | Browse... |Upload

Message from webpage w

Time

h Upload aborted. Incorrect SubmitterlD for the selected provider,

5. Error Occurred. From the File Upload window, select Upload to upload the XML
file > receive an error message about an error processing the file. The XML file is
not uploaded, and the Provider Documentation (Activity) records are not created
in iConnect.

a. How to correct: Check the Downloads folder on My Dashboard for the
error log. Select the correct log file and click Download. Update the XML
file for each error and resubmit the file.

;,’f?x ,g:s L:"i; 7
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" File Upload Form - Intemet Explorcr IR S S =

[ & nttps;//Itssbhl mediware.com/FLAPDInterfaceTest/Dialogs/FileUpload.aspx a |

[ Provider: 45345 Evample Provider

FileType:  pcvivities Import

| File: |C:\Users\jennlfer.buck\De5ktop\ﬁhil!_l'!_ﬂ_09 Browse... |Up|oad
! | Upload Directory: | 16941_PURIF\IN
Uploaded:
File Name Size Time
Ready
| - ~
Message from webpage |i |
“ ;ii Error occurred during processing file, please check the Error Log File.
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Foax - ‘
(= File Upload Form - Internet Explorer | E—‘_EJ
|@ https://Itssbhl.mediware.com/FLAPDInterfaceTest/Dialogs/FileUpload.aspx =
Provider: 15345 ExampleProvider [El
FileType: | s cvivities Import
File: [C:\Users\iennifer.buckiDeskiop\16941_PURIF_09 _ Browse... [upioad
| Upload Directory: | 16941_PURIF\IN |
Uploaded:
File Name et ime
Ready
Message from webpage l

File is successfully imported but with Errors, please check the Error Log
File.

Review and resolved those errors and generate a new XML file with just
the corrected records and import again.

Role
o Welcome, Jennder Buck | My Dashboard — | ==
oad iConnect sy S9N Ol | [zaricsProvier =
File 5 File Download - Intemet Explarer [P )
<t fidrtdra el m—
| hitps ekt med ELAPD gs/FileDowniosd a ]
5 l.' ¥ ADVANCED SEARCH
Vendor: 12345 - Example Provider 3 Refresh
FileType [Activities import_ |
< 3 10001 - Florida APD SCHEDULER
e =3 12345 - Example Provider
£ 999 & B35 Files TASHS
= 23 Activity Import Logs [Lﬁﬁ .,"
EEEE] o5 i 05022015 1020mM ctviicimporismiamion ] '
3 Archive [wm Vl
0 Assessments Import Logs
123 Motes Import Logs
+ 3 Submitted Files |_w Y l
|MrFlaa (>}
Oowriond
rpen
Upicad
Il |
VB34 About

B T
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Example 1: Authorization in the file is terminated.

| 16941_PURIF_09032019_0445PM_Activitiesimportxml - Notepad ==l X |
[ File Edit Format View Help |
[010-03-04 09 [INFO ] -- {jbuck@apdcares.org,service Provider,pqdgavj4ldOxztjajy3pcfOm} —- —---------—----————— Start Log for CaseNo: 58217 —------—--———————————- %
2019-09-04 09 [ErROR] -- {jbuck@apdcares.org,Service Provider,pgdgavj41dOxztjajy3pcfOm} -- Authorization is terminated

2019-09-04 09 7 [ErroR] -- {jbuck@apdcares.org,service provider,pgdgavj4ldoxztjajy3pcfom} —- ID in provider field is not associated to the submitting provider
2019-09-04 09 [InFo ] -- {jbuckeapdcares.org,service pProvider,pqdgavj4ldoxzrjajy3pefom} -- —----mmmmmmmmmmmmmooo End Log for CaseNo: 59217 ----------mmmmmmmmmoo

Example 2: The value sent for Contact Type (Provider Documentation) does not

match one of the enforced va

lues.

"J 16941_PURIF_09022019_1020AM_ActivitiesImport.xmlxml - Notepad .

| File Edit Fomat View Help

[2019-09-03 14:27:13,442 [INFO ] -- {jbuck@apdcares.urg,APD Maﬁn,zu]irgjgnzjalddnxnlvﬁ230}
13,973 [ERROR] -- {]buck@apdcares.org,APD Main,zulirgjgnzjalddnxn2vizio} --
2019-09-03 14:27:13,989 [INFO ] -- {jbuck®apdcares.org,APD Main,zulirgjgnzjalddnxn2viz3o}

2019-09-03 14:2

Start Log for CaseNo: 59217 -----------—-—-——————
ncorrect lookup value Progress Note|service Log for Tookup CONTACTTYPECODES
End Log for CaseNo: 59217 ------------————————-

Example 3: Null Reference Exception. The XML file does not contain all of the
required placeholders. i.e. place of service, location, primary diagnosis.

) 11271 ALVAR_07012020_1230PM_Activitieslmport xml - Notepad

File Edit Format View Help
2020-08-11 11:15:04,711 [INFO ] -- {jbuck@apdcares.org,arD

vain, b3nalyxj4fyobhkbuzlwwzt3} —- ——--—

777777777777777 start Log for CaseNo: 61907 —-----—-—-—-—————————

2020-08-11 11:15:04,729 [ERROR] -- {jbuck@apdcares.org,APD Main,b3na3yxj4fyobhkbuz3vwzt3} -- System.NullReferenceException: Object reference not set to an instance of an object.
at Fw.Businessrules.activitiesImport.€engine.validation.validations.validaterequiredrieldsacitivitiessetupMmode] (Activitiessetupmodel setupModel, Caseno caseno)
At FW.Businessrules.activitiesImport.engine.engine.ProcessinputFile(string filepath, string filename, string logpath, string connection, Int32 userId)

Example 4: AuthService ID is a require field. The XML file may contain an AuthService
ID, but the Authorization must be a ‘valid’ auth. Activities should only be sent for
approved authorizations. Unable to Send, Terminated, Rejected.

2020-12-29 14:31:03,318 [INFOQ ] - {rama.macherla@apdcares.org,Service Provider,euytfszSzjfwwnOx2pnuggd2}

————— Start Log for CaseNo: 78488 ————————-

2020-12-29 14:31:03,335 [ERROR] -- {rama.macherla@apdcares.org,Service Provider,euytfszSzjfwwnOx2pnugga2} — AuthServicelD is required field
2020-12-29 14:31:03,339 [ERROR] -- frama.macherla@apdcares.org,Service Provider,euytfsz5zjfwwn0x2pnuggd2} - AuthServicelD is required field
2020-12-29 14:31:03,343 [ERROR] -- frama.macherla@apdcares.org,Service Provider,euytfsz5zjfwwn0x2pnugga2} — AuthServicelD is required field

2020-12-29 14:31:03,355 [INFO ] — {rama.macherla@apdcares.org,Service Provider,euytfszSzjfwwn0x2pnuggd2}

————— End Log for CaseNo: 78488 -————————

How to correct: Review the authorization in the provider record and if the status is
Unable to Send, Terminated, or Rejected contact the consumer’'s WSC.
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